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Abstract—Although Quick Response (QR) codes are widely 

used for access verification, static QR codes are highly vulnerable 

to cloning, data tampering, and replay attacks because they lack 

data integrity. To solve this security flaw, this paper presents a 

secure and tamper-resistant authentication framework using the 

Elliptic Curve Digital Signature Algorithm (ECDSA) on the 

SECP256R1 curve combined with SHA-256 hashing. The core 

contribution of this work is the development of a real-time 

authentication server built with FastAPI and an SQLite database 

to handle single-use tokens. By combining an asymmetric digital 

signature with a secure random hex nonce and strict expiration 

timestamps, the system can instantly validate incoming requests. 

Experimental results show that the application successfully detects 

and blocks modified data (Invalid Signature), expired tokens (QR 

Expired), and duplicated codes (Replay Attack Detected). 

Furthermore, because ECDSA signatures are compact, the 

generated QR codes maintain a low module density, ensuring fast 

and reliable optical scanning in high-traffic environments.  

Keywords—QR Code; Authentication; Digital Signature; 

ECDSHA; SHA-256; Replay Attack Mitigation 

I.  INTRODUCTION 

For a long time, physical stamps and handwritten signatures 

have been the standard way to prove the authenticity of official 

and academic documents [1]. However, with today’s cheap and 

high-quality scanners or editing software, these physical 

credentials can easily be forged or copied [2]. On top of that, 

verifying these documents manually is slow, full of mistakes, 

and wastes administrative time, often requiring manual 

verification from the original issuer [3]. 

To solve this problem without heavily loading network 

services, researchers are combining two-dimensional (2D) 

barcodes specifically QR codes with modern public-key 

cryptography [1]. A QR code is an open-source, damage-

resistant format that can store quite a bit of data and can be 

scanned quickly by any camera [3]. Instead of just storing 

unsecured plain text or basic website links, secure modern 

systems embed digital signatures directly inside the QR code 

data payload [3]. Once a QR code is signed, it guarantees three 

core security properties: it proves who sent it (authentication), 

ensures the data hasn't been changed (integrity), and prevents the 

issuer from denying it (non-repudiation) [5]. 

When it comes to digital signatures, the Elliptic Curve 

Digital Signature Algorithm (ECDSA) is now the standard 

choice for lightweight systems [4]. Compared to older methods 

like RSA, ECDSA delivers the exact same level of security but 

uses much smaller key sizes [4]. For example, a 256-bit ECDSA 

key provides the same protection as a massive 3072-bit RSA key 

[5]. This size difference is incredibly important for QR codes 

[1]. Embedding a huge RSA signature makes the QR code 

extremely dense and packed with tiny dots, making it slow to 

scan and highly sensitive to camera blur [2]. On the other hand, 

ECDSA keeps the QR code clean and simple, allowing for 

instant scanning speeds [1]. 

However, even with the strong mathematics behind ECDSA, 

standard implementations in current literature still have a major 

flaw: they are vulnerable to replay attacks [3]. Traditional signed 

QR codes are static and remain valid forever unless the system 

checks them against a continuous validation ledger [2]. If an 

attacker intercepts a copy of a valid signed QR code, they can 

simply reuse or re-transmit that exact same image to bypass 

security scanners [3]. 

To completely eliminate this threat, this paper introduces a 

highly secure access verification framework that upgrades 

standard ECDSA by adding an automated anti-replay system. 

The main contribution of this work is the development of a fully 

operational backend built on the FastAPI web framework and 

supported by an optimized SQLite database ledger. By 

combining a SHA-256 hash digest with a unique single-use hex 

nonce and strict Unix expiration timestamps directly into the 

ECDSA signed structure, our architecture can instantly detect 

and reject tampered data, expired credentials, and cloned replay 

requests in real-time. 
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II. LITERATURE REVIEW 

A. Digital Signature Fundmentals 

A digital signature is a mathematical scheme used to 

demonstrate the authenticity, integrity, and non-repudiation of a 

digital message or document [3]. The system functions using 

asymmetric public-key cryptography, which relies on a 

mathematically linked key pair: a private key (𝑑) kept strictly 

secret by the signer, and a public key (𝑄) openly distributed to 

verifiers [4]. The signature generation process relies on a one-

way cryptographic hash function, which maps a variable-length 

message into a fixed-length string called a message digest [5]. 

B. Maintaining the Integrity of the Specifications 

Traditional signing system like RSA rely on the difficulty of 
integer factorization (𝑛 = 𝑝 ∙ 𝑞) [5]. In contrast, the security of 
Elliptic Curve Cryptography (ECC) and ECDSA depends on the 
hardness of the Elliptic Curve Discrete Logarithm Problem 
(ECDLP), which involves finding an integer 𝑥 such that 𝑄 = 𝑥𝑃 
over a finite field [4]. Because there are no known sub-
exponential time algorithms to solve the ECDLP on properly 
configured curves, ECDSA offers drastically superior strength-
per-key-bit compared to RSA [4]. This operational disparity is 
formalized in Table I: 

TABLE I.  CRYPTOGRAPHIC ALGORITHM COMPARISON 

Security 
Level (Bits) 

RSA Key 
Size (Bits) 

ECDSA 
Key Size 

(Bits) 

Relative 
Computational 

Power 

80 1024 160 
Extremely 

Low 

112 2048 224 Low 

128 3072 256 Moderate 

256 15360 512 High 

C. Impact of Cryptographic Payload on QR Code Density 

A standard QR code employs Reed-Solomon error 

correction codes divided into four selectable levels: Low (L), 

Medium (M), Quartile (Q), and High (H) [1]. As the size of the 

underlying data payload increases, the QR code must 

automatically transition to higher versions, ranging from 

Version 1 at 21 × 21 modules up to Version 40 at 177 × 177 

modules [2]. 

 If a system employs RSA-3072, the resulting digital 

signature alone consumes 384 bytes of data [5]. When encoded 

into a QR code with Level H error correction, it forces the matrix 

to expand past Version 15 (77 × 77 modules), creating an 

incredibly dense grid of black and white blocks that causes 

significant scanning failure under typical smartphone camera 

distortions [1], [2]. By utilizing ECDSA-P256, the signature is 

compressed to a mere 64 bytes, enabling the token to remain 

within lightweight versions, ensuring instant optical scanning 

performance [1], [4]. 

III. SYSTEM ARCHITECTURE AND DESIGN 

The proposed secure QR authentication system utilizes a 

decentralized client-server architecture containing three distinct 

operational steps: Token Generation, Optical Transmission, and 

Database-Backed Verification. The architecture is explicitly 

designed to combat both database manipulation and external 

interceptors. 

 

Fig. 1. Unified Token Generation and Verification Flowchart 

A. Mathematical Operational Workflow 

1. Key Initialization: The system initializes an elliptic 
curve group over a prime finite field using the standard 
NIST P-256 (SECP256R1) domain parameters. A 
random private key integer 𝑑 ∈ [1, 𝑛 − 1] is generated, 
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and the corresponding public key point is derived via 
scalar multiplication: 𝑄 = 𝑑 ∙ 𝑃. 

2. Payload Serialization: To generate a token, the issuer 
aggregates the user identifier, a high-precision UTC 
timestamp, a strict expiration boundary (TTL), and an 
8-byte cryptographically secure hexadecimal nonce 
(𝑛𝑜𝑛𝑐𝑒 ← 𝑠𝑒𝑐𝑟𝑒𝑡𝑠. 𝑡𝑜𝑘𝑒𝑛_ℎ𝑒𝑥(8)). The fields are 
strictly ordered using deterministic alphabetical sorting 
keys to prevent hash mismatches: 

𝑃𝑎𝑦𝑙𝑜𝑎𝑑
= {"expires_at", "nonce", "𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝", "𝑢𝑠𝑒𝑟_𝑖𝑑"}  

3. Cryptographic Signing: The serialized JSON string is 
hashed using SHA-256. The private key generates an 
asymmetric pair (𝑟, 𝑠) according to standard ECDSA: 

𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 = 𝐸𝐶𝐷𝑆𝐴. 𝑠𝑖𝑔𝑛(𝑆𝐻𝐴256(𝑃𝑎𝑦𝑙𝑜𝑎𝑑), 𝑑) 

The signature is encoded into a Base64 string and 
appended directly into the final QR dictionary. 

B. Anti-Replay Ledger Database Schema 

 To enforce single-use execution boundaries, the server 

maintains an asset ledger in SQLite. The database scheme relies 

on a unique index restraint bound to the nonce block, completely 

blocking identical incoming token inputs. 

CREATE TABLE qr_sessions ( 

       id INTEGER NOT NULL,  

 user_id VARCHAR NOT NULL,  

 nonce VARCHAR NOT NULL,  

 created_at DATETIME NOT NULL,  

 expires_at DATETIME NOT NULL,  

 signature VARCHAR NOT NULL,  

 is_used BOOLEAN,  

 PRIMARY KEY (id),  

 UNIQUE (nonce) 

); 

CREATE INDEX ix_qr_sessions_id ON qr_sessions (id); 

IV. IMPLEMENTATION DETAILS 

The system implementation is written entirely in Python 3, 

using FastAPI as the web framework and the cryptography 

library for low-level primitive primitives. 

A. Core Cryptography Engine 

The signing and verification logic are abstracted into a static 

CryptoService class, guaranteeing cryptographic consistency 

during data operations: 

# app/services/crypto_service.py 

import json, base64 

from cryptography.hazmat.primitives import 

hashes 

from 

cryptography.hazmat.primitives.asymmetric 

import ec 

 

class CryptoService: 

    @staticmethod 

    def sign_payload(payload: dict) -> str: 

        private_key = 

CryptoService.load_private_key() 

        payload_json = json.dumps(payload, 

sort_keys=True).encode() 

        signature = private_key.sign( 

            payload_json, 

            ec.ECDSA(hashes.SHA256()) 

        ) 

        return 

base64.b64encode(signature).decode() 

 

    @staticmethod 

    def verify_signature(payload: dict, 

signature: str) -> bool: 

        public_key = 

CryptoService.load_public_key() 

        payload_json = json.dumps(payload, 

sort_keys=True).encode() 

        try: 

            public_key.verify( 

                base64.b64decode(signature)

, 

                payload_json, 

                ec.ECDSA(hashes.SHA256()) 

            ) 

            return True 

        except Exception: 

            return False 

B. Verification Pipeline Implementation 

When an image is processed via the web route, it passes 

through an automated validation chain implemented in the 

VerificationService: 

# app/services/verification_service.py 

from datetime import datetime 

from sqlalchemy.orm import Session 

from app.models import QRSession 
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from app.services.crypto_service import 

CryptoService 

 

class VerificationService: 

    @staticmethod 

    def verify_qr(payload: dict, db: 

Session) -> dict: 

        signature = 

payload.pop("signature") 

        if not 

CryptoService.verify_signature(payload, 

signature): 

            return {"status": False, 

"message": "Invalid Signature"} 

             

        expires_at = 

datetime.fromisoformat(payload["expires_at"

]) 

        if datetime.utcnow() > expires_at: 

            return {"status": False, 

"message": "QR Expired"} 

             

        existing_nonce = 

db.query(QRSession).filter( 

            QRSession.nonce == 

payload["nonce"] 

        ).first() 

         

        if existing_nonce and 

existing_nonce.is_used: 

            return {"status": False, 

"message": "Replay Attack Detected"} 

             

        if existing_nonce: 

            existing_nonce.is_used = True 

            db.commit() 

             

        return {"status": True, "message": 

"Access Granted"} 

C. Web Application Interface and Operational Workflow 

To provide an intuitive workflow for issuers and verifiers, a 

frontend dashboard was developed using HTML5 templates, 

Jinja2 rendering engines, and Tailwind CSS styles. The web 

workflow consists of three primary views: 

1. Unified Operational Dashboard: Upon launching the 

system, users are presented with a minimalist home 

screen, as illustrated in Fig. 2. This central interface 

provides distinct routing pathways to access either the 

generator terminal or the verifier check-gate. 

 

Fig. 2. FastAPI web application centralize home portal dashboard 

2. Token Generation Portal (Issuer Side): When an 

administrator opens the generation module, the layout 

provides a clear configuration form. The issuer inputs 

the required metadata token into the User ID prompt. 

The application backend processes this data instantly 

by executing the core asymmetric key signing logic 

defined in the 𝐶𝑟𝑦𝑝𝑡𝑜𝑆𝑒𝑟𝑣𝑖𝑐𝑒 class, outputting a 

high-contrast scannable QR matrix, as captured in Fig. 

3. 

 

Fig. 3. Administrative generation terminal displaying the rendered assymetric 
QR matrix 

3. Token Verification Portal (Verifier Gate Side): At 

physical access control barriers, security personnel 

leverage the verification endpoint to evaluate 

incoming matrix tokens. The interface provides an 

interactive upload drop-zone where file assets can be 

submitted for decoding. This interface triggers the 

underlying automated verification pipeline managed 

by the 𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑆𝑒𝑟𝑣𝑖𝑐𝑒 class in real-time. The 

verification panel layout is illustrated in Fig. 4. 



Makalah II4021 Kriptografi, Semester II Tahun 2025/2026 

 

 

Fig. 4. Secure token verification portal interface acting as the optical scanning 

gate 

V. EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS 

To evaluate the operational efficiency, speed, and defensive 

capabilities of the proposed system, several benchmarking 

experiments and threat simulation scenarios were executed on 

a local machine equipped with an Intel Core processor and an 

SQLite instance. 

A. Computational Latency Benchmarks 

The first experiment measured the execution speed of the 

critical cryptographic functions in the application layer. Each 

core routing process was executed repeatedly to determine 

accurate average latency values. These empirical processing 

metrics are formalized in Table II. 

TABLE II.  COMPUTATIONAL LATENCY PER OPERATION 

CORE 

CRYPHTOGRAPHIC 

PROCESS 

AVERAGE 

EXECUTION 

LATENCY (ms) 

CPU UTILIZATION 

(%) 

ECDSA Key Pair 

Generation 
1.420 ms 12.4% 

Token Data 

Hashing & 

Signing 

0.245 ms 4.1% 

Optical Image 

Decoding 
11.230 ms 18.2% 

Database & 

Signature 

Verification 

0.385 ms 5.3% 

As detailed in Table II, the total latency introduced by the 

cryptographic backend (excluding the optical processing done 

by pyzbar) is less than 1 millisecond. The complete 

authentication chain takes approximately 12.26 milliseconds, 

validating the framework's capability to serve high-throughput 

physical check-gates smoothly. 

B. Threat Simulation and Vulnerability Testing 

To verify the system's runtime resilience against malicious 

vectors, 500 unauthorized access requests were 

programmatically simulated across three distinct threat 

categories. 

1. Data Tampering Attempts: To simulate a real-world 

intercept-and-alter malicious attack vector, a 

legitimate QR code asset generated for a specific user 

profile (user_id: "18223021") was intercepted. The 

binary token image was decoded using an online open-

source reader platform (zxing.org/w/decode) to extract 

the underlying JSON metadata string containing the 

identifiers, nonce, and original signature. The plaintext 

string was subsequently tampered with, modifying the 

identification string to target an administrative user 

account. This modified payload string was re-encoded 

into a fake QR code matrix via an online utility (qr-

code-generator.com). When this altered asset was 

submitted to the gatekeeper validation pipeline, the 

application intercepted the mismatched cryptographic 

integrity values instantly, denying access with an 

Invalid Signature alert. The browser rejection for this 

simulated data tampering experiment is captured in 

Fig. 5. 

 

Fig. 5. Verification panel output rejecting a tampered payload submission 

2. Token Expiration Validation (TTL): Legitimate signed 

tokens were withheld and uploaded after their 30-

second Time-to-Live (TTL) constraint window 

passed. The validation engine successfully compared 

the Unix timestamp boundaries against the current 

execution time, outputting a QR Expired status 

response. This automated rejection interface is 

captured in Fig. 6. 

zxing.org/w/decode
qr-code-generator.com
qr-code-generator.com
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Fig. 6. Verification panel output response capturing token timeout isolation 

3. Replay Attack Invalidation: A valid signed QR code 

matrix was uploaded to the gate. The database 

registered the record, logged the session metadata, and 

flagged the token's nonce as spent (is_used = True). 

The identical image file was immediately re-submitted 

within its active 30-second timeline window. The 

database lookup detected the duplicate nonce entry 

instantly, rendering a Replay Attack Detected error 

flag. The server intercept behavior is illustrated in Fig. 

7. 

 

 

Fig. 7. Verification application interface intercepting a duplicate clone token 

4. Baseline Authorized Request: When an unmodified, 

unexpired, and unique token asset was processed by 

the verification pathway, the database committed the 

state transaction smoothly, returning a clear approval, 

as illustrated in Fig. 8. 

 

Fig. 8. Verification application dashboard displaying a succesful 

authentication 

VI. CONCULSION 

This paper presents a secure and tamper-resistant access 

verification system designed to block credential spoofing, data 

tampering, and replay attacks. By building a functional backend 

with FastAPI and SQLite, the system successfully secures the 

QR code payload using a SHA-256 hash, unique random 

nonces, and expiration timestamps signed with ECDSA. 

Experimental results show that the cryptographic engine is 

highly efficient, validating digital signatures in less than a 

millisecond. The automated pipeline effectively detects and 

rejects tampered data (Invalid Signature), expired tokens (QR 

Expired), and duplicate assets (Replay Attack Detected) in real-

time. Finally, the lightweight properties of the SECP256R1 

curve keep the QR code clean and low-density, delivering an 

optimal balance between strong security and fast scanning 

speeds. 

SOURCE CODE LINK AT GITHUB 

https://github.com/timothymarvine/secure-qr-auth 

VIDEO LINK AT YOUTUBE 

https://youtu.be/nEBENl4qA3U 
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